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Introduction
To complement the increase in security awareness due to the terrorist events of September 11, 2001, operators of municipal water treatment facilities are carefully considering implementation of real-time, remote security-monitoring equipment and procedures.  The most current information on real-time water monitoring is provided in this report to assist water utilities in protecting their most valuable asset – safe drinking water.  Sensor and information technologies are emerging that can provide the tools needed to continuously monitor water quality variables; transmit monitoring data in real time; validate, display, and interpret the data; and forecast the state of these variables.  To meet the need for timely assessment of water safety, these components need to be investigated for integration into real-time monitoring and modeling systems.  This report investigates the development of water security products, training seminars, and conferences to support water utilities in preparing for the future.  

BACKGROUND

According to the U.S. Environmental Protection Agency (EPA) Office of Water, the primary threats to the nation’s drinking water supplies are contamination by chemical, biological, or radiological agents; damage, destruction, or sabotage of physical infrastructure; and disruption to computer systems.1  More importantly, experts have identified the most glaring vulnerability to be the distribution system posttreatment: the miles and miles of pipelines that carry drinking water “downstream” from reservoirs and treatment centers before delivering the water to homes and businesses.2 

Last year, EPA approved water security grants to help large drinking water utilities across the nation assess their vulnerabilities.  EPA is also coordinating with utility organizations and government officials to better understand small system needs and the tools currently available to them. EPA support continues to provide tools, training, and technical assistance for small drinking water and wastewater utilities. Critical areas of this planning include conducting vulnerability assessments, developing emergency response and operations plans, and upgrading security systems. 

Real-Time, Early-Warning Water-Monitoring Systems

An early-warning monitoring system must reliably identify low-probability, high-impact contamination events.  It should alert within a time frame that allows an immediately effective response to avoid or reduce the widespread impacts the contamination may cause.  Key requirements of the early-warning system should include the sensitivity, variability, and reliability of the system and the availability and reliability of the computer model.  The sensitivity of the system must be matched to local water quality.  The system should detect and warn of various contaminants or provide a broad coverage of numerous parameters.  A reliable model for predicting the transport and fate of the contaminant is required for an accurate assessment of the warning.  It should be noted, however, the measurement of any system ought to be based on how well the system performs rather than the absence or presence of specific components.3 

Water-Monitoring Technologies

A brief discussion of the technologies for real-time monitoring follows, in an effort to inform the reader of the diversity of the possible solutions to water security issues. Some are commercially and applicable to water distribution systems.  Others are in research and development with potential for water distribution applications.  

A University of Arizona engineering professor, Dr. Pierre Lucas, is developing devices that use infrared light to identify bacterial spores, water pollutants, and cancerous tissue. This technology provides accurate, real-time detection of contaminants and has applications in medicine, environmental cleanup, and homeland security. The technique uses infrared (IR) light to excite atoms in a sample, such as water or human tissue.4

The Microtox( Toxicity Testing System employs a biosensor-based measurement system that provides a means to monitor accidental and deliberate contamination of water supplies.  Using the Microtox technology, drinking water facilities can rapidly (~30 min) detect increases in toxicity caused by a wide range of organic or inorganic contaminants and quickly make decisions to prevent the distribution of contaminated water. The system is based upon the use of luminescent bacteria (Vibrio fischeri) to accurately measure toxicity from water and other environmental samples.5

Sandia National Laboratory (SNL) has developed a real-time groundwater-monitoring system.  The miniature sensor array packaged in a weatherproof housing can be placed directly underground to detect toxic chemicals at the site (in situ).  It has the capability of real-time detection of undesirable chemicals being pumped into the water supply accidentally or intentionally.  It was deployed at Sandia’s Chemical Waste Landfill where data were recorded for an extended period of time to determine how the chemiresistor sensors performed in a real in situ environment. The sensor was suspended about 60 feet down a screened well that has a depth of about 500 feet to the water table, logging data every hour.6

The Genesis Alert System is an in-the-water aquatic pollution and toxins-monitoring and tracking device.  It is mounted on docks, bulkheads, and buoys for instant environmental pollution identification and response assistance for containment and cleanup.  The remote testing mechanisms monitor water in real-time and transmit data via satellite or microwave radio to land-based dispatch centers.  When a buoy detects contaminants, authorities are immediately alerted, and a smaller buoy can be released from the mother buoy to track the spill or other toxic plumes where applicable.  The alert technology allows instant detection and continuous tracking of a variety of substances that could contaminate water supply.7

Canberra's Applied System Division has installed several radionuclide monitoring and control systems for water flowing through process piping. The primary objective of this system is to ensure that the amount of radioactivity in a liquid flowing through a pipeline never exceeds a predetermined safe level. This is done by measuring, in near-real-time, the normally very low levels of activity and comparing the results of those measurements to preset warning and alarm levels. Should a limit violation be detected, actions ranging from issuing a warning message to shutting down control valves to stopping liquid flow are then performed.  Because this is a potential criticality situation, redundancy of systems is used to obtain the required reliability.8  

Hach Company has demonstrated and evaluated a real-time monitoring platform designed to protect drinking water systems against criminal contamination. The continuous monitoring platforms have the ability to measure multiple parameters of water quality and transmit the data for remote retrieval. The testing equipment is connected, directly or via cellular data transfer, with built-in redundancy features, to supervisory control and data acquisition (SCADA) systems. These data can be monitored on an ongoing basis through the Internet, allowing local water officials to monitor for potential contamination of the distribution network on an around-the-clock basis.2

Government Actions and Funding

At present, there is no minimum level of security required by law.3 However, the Bioterrorism Act, a preparedness bill recently approved by Congress, requires water utilities to prepare vulnerability assessments to improve the safety and security of the national water supply.  Under this bill, all community drinking water systems that serve more than 3300 people are required to certify and submit vulnerability assessments and certify completion of emergency response plans to EPA. The deadline to certify and submit these assessments is March 31, 2003, for drinking water systems serving 100,000 or more people; December 31, 2003, for systems serving 50,000–99,999 people; and June 30, 2004, for systems serving 3301–49,999.9 

EPA Region 2 has allocated $500,000 to create a pilot project that will provide system operators with real-time information about the safety and quality of their water supplies. The funds have been awarded to the U.S. Geological Survey (USGS), which will purchase and set up the monitoring equipment for the pilot project at one or two yet-to-be-chosen drinking water systems in New Jersey. The lessons learned from this pilot project will enable water supply operators across the country to acquire similar systems.  EPA is also providing grants to large drinking water facilities; supporting the development of tools, training, and technical assistance to small and medium utilities; and promoting information sharing and research on treatment and detection methods.10

Additionally, EPA solicited grant applications from nonprofit organizations that actively provide technical support and/or assistance to small drinking water systems.  The systems must serve populations of less than 50,000 people and be interested in applying for federal assistance grants. EPA has allocated $1,500,000 for this grant program and will award grants to eligible nonprofit organizations. Awards will provide up to $300,000 per organization and must be used for approved activities. In 2002, EPA provided $51 million in grant assistance to 449 large (regularly serving over 100,000 people) publicly owned and privately owned systems to develop vulnerability assessments, emergency response/operating plans, security enhancement plans and designs, or a combination of these efforts.11

Conferences, Workshops, and Resources

Several resources are available from the American Water Works Association (AWWA).  A “Cyber Security Seminar” will be offered May 13–14, 2003 in Denver, Colorado and

May 28–29, 2003 in Syracuse, New York.  In this seminar, participants will learn what types of action should be taken to secure SCADA systems and other computer-based systems from outside intrusion.  Details are available at www.awwa.org/education/seminars.  The AWWA will also be holding its Annual Conference and Exposition June 15–19, 2003 at the Anaheim Convention Center in Anaheim, California.

“Online Institute: Security Planning for Drinking Water Systems—An Operational Approach” is offered by AWWA in conjunction with EPA at www.awwa.org/learnonline.  This on-line course was developed to address operational procedures for securing drinking water facilities.  It is designed to introduce water professionals to appropriate security measures in the water industry, including security planning for the total water system, physical system vulnerability assessment, operational system vulnerability assessment, and emergency response preparation.  AWWA is also providing “Water System Security: A Field Guide” and a complementary video available at www.awwa.org/bookstore.  Both resources emphasize measures any size water utility can take for better security against human threats, covering emergency preparedness plans, vulnerability assessments, mitigation measures for critical components, emergency response and recovery, and crisis communications.  

The Risk Assessment Methodology for Water Utilities (RAM-W) training provides water professionals with the most up-to-date tools for conducting vulnerability assessments at their facilities. Funded by EPA, RAM-W was developed by SNL and the AWWA Research Foundation. RAM-W Training applies to water utilities, water utility consultants, security consultants, and other interested parties who will be conducting vulnerability assessments, developing emergency response plans, and upgrading security at their facilities in accordance with the EPA Security Planning Grant.  Complete Haestad Methods’ RAM-W course agendas can be found at www.haestad.com/store/training. 

Summary

Efficient and reliable early-warning monitoring systems must be identified and implemented to secure the safety of the national drinking water supplies.  The technologies currently available for protection provide a spectrum of development, complexity, type, and variability of detection.  These monitoring systems are generally customized to the water system’s needs.  EPA is testing monitoring equipment with USGS for distribution systems and is providing grants for technical assistance.

Congress recently took legislative action to assess the vulnerability of the nation’s water supply.  These assessments, to be completed by mid-2004, are required from systems serving over 3300 people.  Training for the assessments continues to be offered through the RAM-W workshops.  Seminars and guides are available to assist water authorities with acquiring additional knowledge about water security.  
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